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Important Note: When password changed, personal wireless devices and non-domain computers password has to be updated manually.

Before changing your passwords, please “forget” SIM_WiFi on all your wireless network devices first. Connect to SIM_WiFi again after

you have changed your password.

Explanation:  Non-domain computers are those computers which do not require your SUSS account to logon (ie, personal laptop, SIM macbook, PCs

issued to SIM partner universities).
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Windows 8/10

1) lick on the wireless network icon H onthe lower right of your screen.
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2) From the list of Wireless Network Connections, choose SIM_WiFi and click on Connect.
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3) You will be prompted for username and password. Key in the Credentials. Example: username: “johnho”: username should be: suss\johnho

I3

Connecting
Enter your user name and password Enter your user name and password

D Use my Windows user account [[] use my Windows user account

T T sus\ohnho

9000000000
sryraet 126 o £ a
Connect using a certificat £ ct using a certificate

Cancel
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Windows 8/10 - Manual WiFi Connection

1) Right-click the network icon on the bottom right of your screen and select Open Network and Sharing Center.

Troubleshoot problerns

Dpen Metnwork and Sharing Center
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2) Click on “Set up a new connection or network” and choose “Manually connect to a wireless network”.

T "th: < Mebwork and Internet » Nebwork and Sharing Center AN ] Search Control Panel 2

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing simnet.edu.sg Access type: Internet
seftings Domain network Connections: [ Ethernet

i Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot preblems

Diagnose and repair network problems, or get treubleshooting information,

Choose a connection option

Connect to the Internet
Setup a broadband or dial-up connection to the Internet,

U 4 Setup a new network
am . Setup anew router oraccess point,

Connect to a workplace
Setup a dial-up or VPN connection to your workplace,
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2a) Use the below settings:

Enter information for the wireless network you want to add

Metnrark names: | SIM_AFT |

Tecurity type: |WPA2—Enterprise V|

Ercryption type: AES

Security Key: Hide characters

Start this connection autornatically

[] Connect even if the netwark is not broadcasting

YWarning: If you select this option, your computer’s privacy might be at risk,

Mext || Cancel

2b) Click on “Change Connection Settings”

Successfully added eduroam

= Change connection settings
Open the connection properties so that | can change the settings.
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3) Go to the Security tab. Under “Choose a network authentication method”, make sure “Microsoft: Protected EAP” is selected and click on

“Settings”

Security bype: | WPAZ-Enterprise

Encryption bype: |.ﬁ.ES

Choose a network, authentication method;

|Mi|:r|:|scul:t: Protected EAP (PEAF)

W

Setkings

kime I'm logged an

Advanced setkings

Remember my credentials for this connection each
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4) Make sure “Verify the server’s identity...” is unchecked and click on the “Configure” button as shown below.

W'hen connecking:

[ ] werify the server's identity by validating the certificate

Conneck ko these servers (examples:srel sy ¥, sev3) cam):

Trusted Rook Certification Authorities:

AddTrusk External CA Rook
[ ] asaTE
[ ] Baltimore CyberTrust Root
[]ca
|:| Certum CA
[ ] class 3 Public Primary Certification Authority

[ ] comoDo RSA Certification Authoriky
£

Motifications before connecking:

Tell user if the server name or rook certificate isn't specified

Select suthentication Method:

|Secured passward (EAP-MICHAP w2) W | | Configure, ..

Enable Fast Reconnect
[ ]Enforce Metwork Access Protection

[ ] Disconmect if server does nok present cryptobinding TLY
[ ]Enable Identity Privacy

ik | | Cancel
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5) Make sure the below option is unchecked:

when connecting:

Dfﬁutnmaticall_u Lze my Windows logon name andé
ipassword [and domain if any). {

6) Click on OK. (Do NOT close the below window yet). Click on “Advanced Settings”

Security

Security bype: |WP.ﬁ.2-Enterprise W |

Encrvpkion bvpe: |.ﬁ.E5 hd |

Choose a nebwaork, authentication method;

Micrasoft: Protected EAP (PEAR) v | Settings

Remember my credentials for this connection each
kime I'm logged an

Advanced setkings
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7) Tick on “Specify authentication mode:” and choose “User 8) Click on “Save credentials:” and key in the username and password.
authentication” Example for username “johnho”: username should be:
suss\johnho

802, 1X seftings | 502,11 settings

Specify authentication mode:

|Llser authenticakian | Save credentials | <=

Delete credentials for all users

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates),

[_]Enable single sign on for this network:

® Perform immediakely before user logon
Perfaorm immediately after user logon
Maximum delay (seconds): 10 El

’ susshjohnho

| Allow additional dialogs ko be displaved during single
Sigr an

This nebwork uses separate wirtual LARs For machine
and user authentication
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Macbook

e
1) Click on the wireless network icon on the upper right of your screen. Click SIM_WiFi to connect.

Wed 10:13am Guest User Q

Wi-IN Looking for Networks...

.,)) .,)) .,)) .,)) .,))

mw b

SIM_WiFi

.,)) .,))

Join Other Network...
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2) You will be prompted for username and password. Key in “suss\” followed by your username and password. Click Join.
Example for username “johnho”: username should be: suss\johnho

= The Wi-Fi network “SIM_WiFi" requires WPA2
H- enterprise credentials.
v

Username: ‘ |

Password:

Show password
Remember this network

Cancel

3) A certificate warning might pop up after you key in your credentials. Click on “Continue”.

@ Verify Certificate

= Authenticating to network “SIM_WiFi"

‘ Before authenticating to server "securelogin.arubanetworks.com”, you should
lj‘ examine the server's certificate to ensure that it is appropriate for this
network.

To view the certificate, click ‘Show Certificate’'.

? Show Certificate Cancel
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4) There will be another prompt to key in your macbook username and password to make changes on your computer. Key in your macbook username
and password and click on “Update Settings”.

= You are making changes to your Certificate Trust
I Settings. Type your password to allow this.

Username: <your macbook username>

Password: } <your macbook password:>

Cancel ‘Update Settings

5) You are now connected to SIM_WiFi.

Turn Wi-Fi Off

D))

v SIM_WiFi a %

@

.,)) .,)) .,)) .,)) .,)) .,))
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Android

1) Got to settings.

2) Tap Wi-Fi to see the options available.

Settings

’ft“ Airplane mode

ff
|

OFF

~ Wi-Fi

1 A
Id

* Bluetooth
Oft

L Sy
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3) Look for the network named “SIM_WiFi” and connect.

™ = -
ll-ll G ﬁ ol _ 443 pm

ON

)

: ,))

. ,))

. ,\)

SIM_WiFi

\

2)

: ,))
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4) Use the below settings to logon to “SIM_WiFi”; key in “suss\” followed by your username and password. Click OK.

Example for username “johnho”: username should be: suss\johnho

SIM_WiFi

EAP method

PEAP v

Phase 2 authentication
MSCHAPV2 b
CA certificate

Do not validate v

No certificate specified. Your connection will not be private

Identity

suss\<username>

Anonymous identity

Password

[] show password

CANCEL CONNECT

***|f there is a field for “Anonymous Identity”, please leave it blank***

5) You should be connected to “SIM_WiFi” now.
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iPhone

1) Got to settings.

2) On your Wi-Fi settings page, tap on SIM_WiFi to connect.

esees StarHub = 15:33 70 3 98% I+
£ Settings Wi-Fi
Wi-Fi . L |
& =T
CHOOSE A NETWORK
= U,
= U
& = (i
= (i
SIM_WiFi & = (i
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3) You will be prompted for username and password. Key in “suss\” followed by username and password and tap on “Join”.
Example for username “johnho”: username should be: suss\johnho

eeeee StarHub = 15:38 7 O 3} 98% 4

Enter the password for "SIM_WiFi"

Cancel Enter Password Join

Username suss\<username>

Password eeeeecceee

QIWIEIR|TIY U] I JOJP

AlS|DJF|G]JH]J KL

Z XCVBNM
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4) A certificate warning might pop up after you key in your credentials. Tap on “Accept”.

Certificate

securelogin.arubanetwo...
GeoTrust Global CA

Not Verified

Description Client Authentication
Expires Aug 11, 2017, 12:40:59

More Details

5) You are now connected to “SIM_WiFi”.

< Settings Wi-Fi

Wi-Fi C @
a= ()

v SIM_WiFi

CHOOSE A NETWORK...

18 January 2023 v2.2 Document Classification: Restricted Page 21



SIM Wireless Network Guide — Student-SUSS
Windows Phone

1) On your Wi-Fi settings page, tap on SIM_WiFi to connect.

SETTINGS

WiFI

On

Iz

7 SIM_WiFi
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2) Use the below settings to logon to “SIM_WiFi”; key in “suss\” followed by username and password. Tap on “done”.

Example for username “johnho”: username should be: suss\johnho
SIGN IN

Connecting to the secure WiFi network Unified.

username+password

suss\<username>

always ask me

PEAP MS-CHAP v2
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3)

4)

In some cases, a certificate warning might pop up after you key in your credentials. Tap on “Accept”.

Accept certificate and connect?

This certificate helps ensure that you're connecting to
the genuine Unified network and not a different one
with the same name.

If the names below aren't what you expect, tap Cancel.
Issued to: ILUge2fRPkWcle7bolLSVdsKOFK8wv3MF, US,
securelogin.arubanetworks.com, GT28470348, See
www.geotrust.com/resources/cps (c)11, Domain Control
Validated - QuickSSL(R) Premium,
securelogin.arubanetworks.com

Issued by: GeoTrust DV SSL CA

accept cancel

You are now connected to SIM_WiFi.

SETTINGS

WiFI

Connected to

7 SIM_WiFi

Available
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