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Version History

Version Date Changed By Operation
1.0 21 January 2015 Mark Anthony Rebuldad Creation
1.1 22 January 2019 Giovanni Arensol Converted from Web to PDF
1.2 17 June 2019 Giovanni Arensol SIM_WiFi Password Update
2.0 18 January 2023 Giovanni Arensol Logo and Windows 10 Update and Remove Win7/8 Instruction

Important Note:  When password changed, personal wireless devices and non-domain computers password has to be updated manually.

Before changing your computer passwords, please “forget” SIM_WiFi on all your wireless network devices first. Connect to SIM_WiFi
again after you have changed your computer password.

Explanation:  Non-domain computers are those computers which do not require your SIM account to logon (ie, personal laptop, SIM macbook, PCs
issued to SIM partner universities).

18 January 2023 v2.0 Document Classification: Restricted Page 2



SIM Wireless Network Guide — Staff-SIM

Windows 10

1) Click on the wireless network icon m onthe lower right of your screen.
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2) From the list of Wireless Network Connections, choose SIM_WiFi and click on Connect.

HUAWEI Mate 20 Pro HUAWEI| Mate 20 Pro
eduroam eduroam
Fortius23 Fortius23

SIM_GE_Graduation SIM_GE_Graduation

SIM_WiFi SIM_WiFi
Secured

SIM_Guests E Connect automatically

Hidden Network

SIM_Guests

Hidden Network

Network & Internet settings Network & Internet settings

Iz 7e
Wi-Fi Airplane mode

A R @ ") ENG 943 am E ; (B ENG 9:47 am =
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3) You will be prompted for username and password; your computer username and password will be used to authenticate to the SIM_WiFi

wireless network. Else, you can tick the box to “Use my Windows user account” this will auto fill-in the username and password.

eduroam

Enter your user name and password Fortius23

E] Use my Windows user account

SIM_GE_Graduation

SIM_WiFi
Secured

Connect using a certificate

Enter your user name and password

E Use my Windows user account

. SIMNET\GiovanniA
(= HUAWEI Mate 20 Pro
00000

roam o
n i Connec ng a certificate

a f Fortius23 OK

Network & Internet settings Network & Internet settings

e

Airplane mode

Iz 2
Wi-Fi Airplane mode

8 - @ %) ENG 9:58 am a

9:50 am
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Android

1) Got to settings.

2) Tap Wi-Fi to see the options available.
O T3 ¥ L0l @ 11:40 am

Settings

’f Airplane mode =

)i

’I’Q Wl‘Fl 'ON )

* Bluetooth o
1t

§§ 1o Por

nnect
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v T3 ¥ 0l & 11:40 am

Settings

)r\ Airplane mode =
)i
",//_-\\ WI‘FI )
. Tap to select a network ’ON |
\
* Bluetooth =
‘I’
t1 M:Vobilve tc{{a}ta Vo

NN

3) Look for the network named “SIM_WiFi” and connect.
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4) Use the below settings to logon to “SIM_WiFi”; key in “simnet\” followed by username and password on the corresponding fields. Tap on

“Connect”. Example for username “johnho”: username should be: simnet\johnho

SIM_WiFi
EAP method
PEAP ¥

Phase 2 authentication

MSCHAPVZ

CA certificate

Don't validate «

Mo certificate specified. Your connection won't

be private.

Identity
simnet\<username>

Anonymous identity

Password

EELTETE

() Show password
Auto reconnect

Show advanced options

CANCEL CONNECT

***|f there is a field for “Anonymous Identity”, please leave it blank***

5) You should be connected to “SIM_WiFi” now.
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iPhone

1) Got to settings.

2) On your Wi-Fi settings page, tap on SIM_WiFi to connect.

eeees StarHub & 15:33 4 0 % 98% 4

£ Settings Wi-Fi

Wi-Fi @

v UniSIM_Staff az ()
CHOOSE A NETWORK...
CPPM-Guest = (i)
Member/Guest = (i)
SIM_Staff a= (i)
SIM_Student/Asso... = ()

SIM_WiFi &

c))
"._1
i

")

UniSIM_Student/A...
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3) You will be prompted for the username and password. Key in “simnet\” followed by username and password and tap on “Join”.

Example for username “johnho”: username should be: simnet\johnho

eeeee StarHub & 15:37 7 0 X 98% 4

Enter the password for "SIM_WiFi"

Cancel Enter Password Join

Username simnet\<username>

Password ooooooooo|

QIWIEIR]JTIYU]L I JO}P
AISIDJF|GJH]J]K]L
Z X CVBNM

.2123 space return
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4) A certificate warning might pop up after you key in your credentials. Tap on “Accept”.

Certificate

securelogin.arubanetwo...
GeoTrust Global CA

Not Verified

Description Client Authentication

Expires Aug 11, 2017, 12:40:59

More Details

5) You should be connected to “SIM_WiFi” now.

£ Settings Wi-Fi
Wi-Fi - @
v SIM_WiFi a= (i)

CHOOSE A NETWORK...

c))

®

CPPM-Guest
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Macbook

L
1) Click on the wireless network icon on the upper right of your screen. Click SIM_WiFi to connect.

v CPPM-Guest
Member/Guest
SIM_Staff =
SIM_Student/Associate

=
=
=
=

SIM_WiFi a 7|
=
=

UniSIM_Staff [a}
UniSIM_Student/Associate/Alumni

Join Other Network...
Open Network Preferences...
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2) You will be prompted for username and password. Key in “simnet\” followed by username and password on the corresponding fields. Click on
“Join”. Example for username “johnho”: username should be: simnet\johnho

Vo
~

The Wi-Fi network “SIM_WiFi" requires WPA2 P, The Wi-Fi network “SIM_WiFi" requires WPA2
enterprise credentials. @ %" enterprise credentials.
v
Username: || | Username: S:i.mnet\<u$e[na me>
Password: Password: eessssssscss
Show password Show password
Remember this network Remember this network

Cancel ? Cancel

3) A certificate warning might pop up after you key in your credentials. Click on “Continue”.

L=

18 January 2023 v2.0

Verify Certificate 1

Authenticating to network “SIM_WiFi"

Before authenticating to server "securelogin.arubanetworks.com”, you should
examine the server's certificate to ensure that it is appropriate for this
network.

To view the certificate, click ‘Show Certificate'.

Show Certificate Cancel

Document Classification: Restricted
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4) There will be another prompt to key in your macbook username and password to make changes on your computer. Key in your macbook username
and password and click on “Update Settings”.

]

You are making changes to your Certificate Trust
I Settings. Type your password to allow this.

Username: <your macbook username>

Password: §<your macbook password>

Cancel A"Uéa§§'§é'{ffﬁ§§ .

5) You are now connected to SIM_WiFi.

Turn Wi-Fi Off

v SIM_WiFi -

.,))

CPPM-Guest =
Member/Guest =
SIM_Staff 8 =
SIM_Student/Associate =
UniSIM_Staff =
UniSIM_Student/Associate/Alumni =
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Windows Phone

1) On your Wi-Fi settings page, tap on SIM_WiFi to connect.

oM 7

SETTINGS

WiFI

z SIM_Staff

2 UniSIM_Staff

: SIM_WiFi

: CPPM-Guest

: Member/Guest

2 SIM_Student/Associate
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2) Use the below settings to logon to “SIM_WiFi”; key in “simnet\” followed by username and password. Tap on “done”.
Example for username “johnho”: username should be: simnet\johnho

SIGN IN

Connecting to the secure WiFi network Unified.

username+pa ssword

simnet\<username>

D Show password

always ask me

PEAP MS-CHAP v2
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Accept certificate and connect?

This certificate helps ensure that you're connecting to
the genuine Unified network and not a different one
with the same name.

If the names below aren't what you expect, tap Cancel.
Issued to: ILUge2fRPkWcJe7bolLSVdsKOFK8wv3MF, US,
securelogin.arubanetworks.com, GT28470348, See
www.geotrust.com/resources/cps (c)11, Domain Control
Validated - QuickSSL(R) Premium,
securelogin.arubanetworks.com

Issued by: GeoTrust DV SSL CA

accept cancel

You are now connected to SIM_WiFi.

SETTINGS

WiFI

Connec

i SIM_WiFi

% UniSIM_Staff

secure

18 January 2023 v2.0

3) A certificate warning might pop up after you key in your credentials. Tap on “Accept”.
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SIM_WiFi Password Update for Windows 8/10

1. Make sure to Forget the current/existing connection of SIM_WiFi for all devices.
a. Click the Wifi Status and point the mouse cursor to Properties then Right Click.

SIM_WiFi

Disconnect

z SIM_Guests
eduroam

.
Fortius23

.

Pixel_5634
.

7z Hidden Network

7P “»
Mobile
Airplane mode hotspot
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b. Click Forget

Disconnect

Properties  ;connect

Forget
SIM_Guests

eduroam
Fortius23

Hidden Network

e
Mobile

Airplane mode hotspot
g = . ¢) NG 1019am A

2. Connect to SIM_WiFi with new password.
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SIM_WiFi Password Update for Android

1) Go to settings.

2) Tap Network & Internet or Wireless & networks whichever is available on your phone.

9:50 @ (ORI Il EAE all ol =
Q Search in Settings
i[Jr  Phone is set to vibrate v

o Network & Internet ]
Wi-Fi, Mobile, Data usage, Hotspot

Connected devices
Bluetooth, driving mode, NFC

Apps & notifications

Permissions, default apps
o Battery

91% - About 1 day left

Display

Wallpaper, sleep, font size

@ Sound
Volume, vibration, Do Not Disturb
e Storage

12% used - 37.41 GB free

Security & location
Play Protect, screen lock, fingerprint

Accounts

WhatsApp, Google, Yahot
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3) Click Wi-Fi

9:50 @ © 0 O B1% g g
ol ol =
< Network & Internet Q @ & Wireless & networks
Wi-Fi Airplane mode
[' SIM_WiFi ] ®
Wi-Fi

Mobile network
y

tarHub

Mobile network

O Data usage

3.66 GB of data used

® Hotspot & tethering

Off
»i\ Aeroplane mode

Advanced
VPN, Private DN

4) Tap SIM_WiFi and Forget. Just select whichever available on your phone.
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4:52 O ¥d872%

& Network details g QA @

SIM_WiFi

Connected

Forget ]

v

' G—

v Signal strength Good

”-f\ Frequency 5 GHz

ﬁ Security 802.1x EAP

3 Metered SIM_WiFi
Detect automatically

Network details

MAC address 58:ch:52:29:ca:3¢
IP address 10.31.67.69
Gateway 10.31.64.1

Subnet mask 255.255.0.0
10.10.50.73
DNS 10.10.50.74

1) Connect to SIM_WiFi with new password.
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SIM_WiFi Password Update for iPhone

1) Go to settings.
2) Tap Wi-Fi.
ull Singtel = 10:46 AM 7 @ 65% [ )

Settings

Airplane Mode

[a Wi-Fi SIM_WiFi ]
Bluetooth On
Cellular
Personal Hotspot Off
VPN IRV/=IN Not Connected

Notifications
Sounds & Haptics

Do Not Disturb

QM

Screen Time

General

% Control Center

| B &
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3) Tap SIM_WiFi

)

ull Singtel & 10:46 AM 7 @ 65%
£ Settings Wi-Fi

Wi-Fi ‘ )
[« SIM_WiFi a = ()

CHOOSE A NETWORK...

eduroam
SCAQExam

SIM GE Graduation
SIM_Guests

Other...

Ask to Join Networks

c))

Known networks will be joined automatically. If no
known networks are available, you will have to

manually select a network.

18 January 2023 v2.0
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4) Tap Forget.
ull Singtel = 10:46 AM “ @ 65%!

& Wi-Fi SIM_WiFi

[ Forget This Network ]

Auto-Join (_)

IPV4 ADDRESS

Configure IP Automatic
IP Address 10.31.234.243
Subnet Mask 255.255.0.0
Router 10.31.64.1
Renew Lease

DNS

Configure DNS Automatic
HTTP PROXY

Connect to SIM_WiFi with new password.

18 January 2023 v2.0
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SIM_WiFi Password Update for MacBook

1) Click on the wireless network icon on the upper right of your screen. Click Open Network Preferences.

@O0 O O % d  10%[%) Mon 2:09 PM

fo
Jon's iPhone Xs Max ecoo00 4G @)
v SIM_WiFi B =

DIRECT-EYRICKTAYmsPG B =
eduroam a =
MERMC2019 8 7
SCAQExam B =
SIM_Guests =
Device

%)

PD148271A4204Name48270C0001... @&

Join Other Network...
Create Network...

Open Network Preferences...
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2) Click Advanced...

~ e “ 1
oD < EHH Network LQ Search J
Location: = Automatic

Wi-Fi —~ —

At = Status: Connected ~ Turn Wi-Fi Off
Wi-Fi is connected to SIM_WiFi and has the IP

Bluetooth PAN address 10.31.8.33.

Not Cennected

Thunde...It Bridge . e =
B Connactad S 4 Network Name: = SIM_WiFi

Automatically join this network

Ask to join new networks

Known netwerks will be joined automatically. If
no known netwerks are available, you will have
to manually select a network.

802.1X: Default Disconnect

Authenticated via EAP-PEAP (MSCHAPv2)
Connect Time: 00:07:26

Show Wi-Fi status in menu bar [ Advanced... J?
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3) Select SIM_WiFi then click Remove button = " and click OK.

= Wi-Fi

WSSl TCP/IP DNS WINS 8021X Proxies Hardware

Preferred Networks:

! Network

SIM_WiFi WPA?2 Enterprise

| S
SINGTEL(5G)-07EF WPA/WPA?2 Personal
TrOJ@N_Wifi (2.4GHz) WPA/WPA?2 Personal
DML(5g) WPA/WPA?2 Personal
ITrO.J@N_Wifi (5GHz) WPA/WPA?2 Personal '
+ — | Drag networks into the order you prefer.

RemembeMagtworks this computer has joined

Require administrat® authorization to:

Create computer-to-computer networks
Change networks
Turn Wi-Fi on or off

Wi-Fi Address: 2c:fO:ee:2¢c:97:ce

? Cancel OK

4) Connect to SIM_WiFi with new password.
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